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Microservices = Distributed Systems

Partial failures
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Distributed Dependencies
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Dealing with Failures

Partial Failure Amplified in Microservices
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Microservices Observability
Implementing centralized logging
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Microservices Monitoring

Health Checks Ul

# localhost.5555/h

Health Checks status Refresh every

m

seconds

@ NAME HEALTH ON STATE FROM LAST EXECUTION
Health Checks —  Todo AP & Healthy 2 minutes ago 5/3/2020, 6:56:28 PM
st NAME HEALTH DESCRIPTION DURATION DETAILS
todo-db-check @ Heatthy 00:00:00.0041068 4O
todo-custom-check @ Healthy 00:00:00.0000116 49

https://docs.microsoft.com/en-us/dotnet/architecture/cloud-native/observability-patterns



Microservices Cross-Cutting Concerns

» Microservices Observability with Distributed Logging

* Microservices Resilience and Fault Tolerance with appling
Retry and Circuit-Breaker patterns using Polly

* Microservices Monitoring with Health Checks using WatchDog

* Microservices Tracing with OpenTelemetry using Zipkin
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Prerequisites

 Basics knowledge of C#
« Have knowledge of Asp.Net MVC and REST API’s

« Docker Container knowledge



Source Code on Github

Source code on
Github

Fork the repository
Open issues

Send Pull Requests

E] aspnetrun / run-aspnetcore-microservices Wsponsor | [PUsedby~ | 5 | @uUnwatch> 6 WeUnstar 92 YFork | T

¢» Code lssues 0 Pull requests 0 Actions Projects 0 Wiki Security 0 Insights Settings

Building Microservices on .Net platforms which used Asp.Net Weh API, Docker, RabbitMQ, Ocelot APl Gateway, MongoDB, Redis, Edit
SqlServer, Entity Framework Core, CQRS and Clean Architecture implementation. Download Microservices Architecture and Step by
Step Implementation on .NET Book -> https://aspnetrun.azurewebsites.net/M...

aspnet-core docker ocelot-gateway micorservices aspnetcore-microservices rabbitmg maongodb redis sql-server cqrs-pattern
clean-architecture event-sourcing eventbus event-driven microservices-architecture aspnet-web-api swagger rest-api api-gateway
mediator-pattern

Manage topics

o 87 commits I 1 branch M 0 packages & 0 releases 42 1 contributor g MIT

Final Application - https://github.com/aspnetrun/run-aspnetcore-microservices

Base Application - https://github.com/mehmetozkaya/AspnetMicroservices



https://github.com/aspnetrun/run-aspnetcore-microservices

Tools that we will use

.NET 5.x or above SDK

|‘ Visual Studio 2019 v16.x or above

o= Windows10

Pro 64Bit

Docker Desktop

Microsoft

.
o Postman



Configure Docker Desktop

» Once Docker for Windows is installed, go to the Settings >
Advanced option } ' -

Settings

° Memory _ 4 G B 5 Genera Resources Advance d
esources

(O] CPUs: 2
AAAAAAAAA
_—
FILE SHARING
PROXIES
[ ] ‘ Pl | - 2 Memory: 4.00 GB
NETWORK
+@ Docker Engine —e
i Experim |
Swap: 1 GB
Kuber
—



Run Base Application

AspnetRunBasics

« Clone Microservices Repository ’ =
OPPO Find X

« Docker-compose up Newone

i Your Eirst Choice IPhone X
.
 Follow steps on github
N % LAST PRODUCTS
documentation |

« Run the Project Section m !. g
IPhone X Samsung 10 Huawei Plus Xiaomi Mi 9

e DEM O i o el P i i e i) PR L A M

Base Application - https://github.com/mehmetozkaya/AspnetMicroservices




Section 2
Microservices Observability
with Distributed Logging

Applying Elastic Stack which includes elasticsearh + logstach + kibana
and SeriLog nuget package for .net microservices



Microservices Observability
Implementing centralized logging
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What is Elastic Search ?

Distributed, open-source
search and analytics engine Shaping and visualization

Built on Apache Lucene

Full-text search search engine

Indexing logs and analytical
data

Data shipping nog:t'ash



Why is ElasticSearch so popular?

Free and open source
Shaping and visualization

« RESTful API
- Easy To Query Analytical capability =
» Very fast .

Data parsing
 Scalable

Data shipping

logstash '

Easy to Install



What is Kibana ?

Collect Search Visualize
& & &
Transform Analyze Manage

N
@ ‘
q v

logstash  elasticsearch  kibana




What is Serilog ?

« ASP.NET Logging Library
* Sink to ElasticSearch

e Structured Logs




Section 3
Microservices Resilience and
Fault Tolerance

Appling Retry and Circuit-Breaker patterns using Polly



Microservices = Distributed Systems

Partial failures
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Dealing with Failures

Partial Failure Amplified in Microservices
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Microservices Resilience - Retry

JSON
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Microservices Resilience - Circuit Breaker
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Polly Policies

Client application/code

|IHttpClientFactory
Dependency Injection ‘
" Bogl
ClientService | | Poo
(i.e. CatangSEFViCE) I !-Ittt;;MesssageHandler

HttpClient
(Configured)

Policies

of

Delegating
Handlers

Controller or client code

Polly
https://github.com/App-vNext/Polly

https://docs.microsoft.com/en-us/dotnet/architecture/microservices/implement-resilient-applications/use-httpclientfactory-to-implement-resilient-http-requests



Retry Pattern
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Circuit Breaker Pattern

I CLOSED

success

HALF-OPEN

Y
| vaLroren
R

close circuit

Circuit Breaker State Diagram

https://www.gokhan-gokalp.com/en/resiliency-patterns-in-microservice-architecture/



Circuit Breaker Pattern
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Retry + Circuit Breaker Pattern

CLIENT RESOURCE

I I
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https://www.gokhan-gokalp.com/en/resiliency-patterns-in-microservice-architecture/



Bulkhead Pattern

bulkhead deck




Bulkhead Pattern
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l."' App (without bulkhead)
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https://speakerdeck.com/slok/resilience-patterns-server-edition?slide=33



Order of Resilience Patterns

The timeout pattern is used to decide
when to stop waiting for a response.

The circuit breaker pattern ensures
that a service client does not
repeatably call a slow/ failing service

The bulkhead segregates different service
calls on the service client to ensure a
poor-behaving service does not use all
the resources on the client.

—

-~

+—

Cart Service

\
——

Timeout
Retry |
Circuit breaker
|
Fallback ™
Bulklhead -’

Price Service

Catalog Service

Retry mechanism to invoke destination service
if failure is caused by an intermittent network issue
such as connection timeout.

When a call does fail, fallback asks if there is
an alternative/default response that can be returned




Database Migration Retries
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Section 4
Microservices Monitoring with
Health Checks using WatchDog

Use the HealthChecks feature in your back-end ASP.NET microservices



Microservice Health Monitoring

Partial Failure Amplified in Microservices
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DEVELOPERS WITHOUT MONITORING

THIS IS FINE.







WatchDog Health Dashboard

| - Health Checks UI x | + — O
< ¢ i localhost:5107/hc-ui#/healthchecks # % ® = m = ® A A&
Health Checks status Refresh every 10 seconds
@ NAME HEALTH ON STATE FROM LAST EXECUTION
Health Checks 4+  WeblVC HTTF Check (/] Healthy 2 minutes ago 1211212019, 3:41:17 P
# Webhooks + WebSPA HTTP Check 0 Healthy 2 minutes ago 12/12/2019, 3:41:17 PM
+ Web Shopping Aggregator GW HTTP Check 0 Healthy 2 minules ago 1211272019, 34117 PM
4+  Mobile Shopping Aggregator HTTP Check (/] Healthy 2 minutes ago 12112/2019. 3:41:17 PM
- Crdering HTTP Check @ o Healthy 2 minutes ago 121272019, 324117 PM
MAME / HEALTH DESCRIPTION DURATION
sell a- Healthy 00: 0000, ;O:D0031
orderingDB-check 0 Healthy 00:00:00.0008153
ordering-rabbitmgbus-check Q Healthy 00:00:00.00976514
+ Basket HTTP Check a Healthy 2 minutes ago 12272019, 324117 PM
+ Catalog HTTP Check 0 Healthy 2 minutes ago 1211272019, 3:41:17 PM
+ Identity HTTP Check 0 Healthy 2 minutes ago 1211272019, 3:41:17 PM
https://docs.microso brchitecture/microservices/implement-resilient-
applications/monitor 4+  Marketing HTTP Check (] Healthy 2 minules ago 12/12/2019, 3:41:17 PM




Microservices Monitoring with Health Checks
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Asp.Net Health Checks

« Health monitoring is critical ASP.NET

HEALTH
. Revenue loss, customer h+ - (’:req

confidence, and negative
effects

« Notified to customers about
outages beforehand

« Status page to view results






WatchDog Health Dashboard

| - Health Checks UI x | + — O
< ¢ i localhost:5107/hc-ui#/healthchecks # % ® = m = ® A A&
Health Checks status Refresh every 10 seconds
@ NAME HEALTH ON STATE FROM LAST EXECUTION
Health Checks 4+  WeblVC HTTF Check (/] Healthy 2 minutes ago 1211212019, 3:41:17 P
# Webhooks + WebSPA HTTP Check 0 Healthy 2 minutes ago 12/12/2019, 3:41:17 PM
+ Web Shopping Aggregator GW HTTP Check 0 Healthy 2 minules ago 1211272019, 34117 PM
4+  Mobile Shopping Aggregator HTTP Check (/] Healthy 2 minutes ago 12112/2019. 3:41:17 PM
- Crdering HTTP Check @ o Healthy 2 minutes ago 121272019, 324117 PM
MAME / HEALTH DESCRIPTION DURATION
sell a- Healthy 00: 0000, ;O:D0031
orderingDB-check 0 Healthy 00:00:00.0008153
ordering-rabbitmgbus-check Q Healthy 00:00:00.00976514
+ Basket HTTP Check a Healthy 2 minutes ago 12272019, 324117 PM
+ Catalog HTTP Check 0 Healthy 2 minutes ago 1211272019, 3:41:17 PM
+ Identity HTTP Check 0 Healthy 2 minutes ago 1211272019, 3:41:17 PM
https://docs.microso brchitecture/microservices/implement-resilient-
applications/monitor 4+  Marketing HTTP Check (] Healthy 2 minules ago 12/12/2019, 3:41:17 PM




Section 5
Microservices Tracing with
OpenTelemetry using Zipkin

Use Activity and distributed tracing with OpenTelemetry



Tracing with OpenTelemetry using Zi
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Tracing with OpenTelemetry using Zi
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OpenTelemetry

« Observability framework

e Collection of tools

« Export telemetry data
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Section 14

Cross-Cutting Concerns -
Microservices Observability with
Distributed Logging

And Health Monitoring, Resilient and Fault Tolerance with using Polly
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aspnetrun
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Implementation on .NET Course w/ discount->
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A starter kit for your next ASP.NET Core web
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Deploying .Net Microservices into Kubernetes, and
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Section 15

Deploying Microservices to
Kubernetes, Automating with
Azure DevOps into AKS

Using Azure Pipelines with Azure Kubernetes Services (AKS)



Scenario: Direct deployment to a Kubernetes cluster in Azure Container Service
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(*) SQL Serverin a container should be used only in dev/test environments.
Move to a highly available system like Azure SQL Database for production environments.



Scenario: Deploy to Kubernetes through CI/CD pipelines

/ Microsoft : :
Azure Container Service —
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(*) SQL Server in a container should be used only in dev/test environments.
Move to a highly available system like Azure SQL Database for production environments.

Dev environment
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 Github Repository -> https://github.com/aspnetrun/run-devops
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Follow me on github
https://github.com/mehmetozkaya
https://github.com/aspnetrun

Follow me on twitter
https://twitter.com/ezozkme

Follow me on medium
https://mehmetozkaya.medium.com/

Send mail me anything you can ask
ezozkme@gmail.com
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https://www.udemy.com/user/ff0e5c8c-dd71-443e-bela-e73ba821f7d7/



